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Chapter One

WAT?



OWASP Juice Shop...

...IS an intentionally insecure webapp written in
Node.js, Express and Angular/S. It contains 38+
hacking challenges of varying difficulty tracked on
a score board.




Modern Web-Architecture

Javascript all the way from Ul to REST API

Browser




OWASP Juice Shop CTF...

...Is @ commandl|ine tool written in Node.js and
published on NPM.js. It helps you to set up and
host CTF events on the CTFd platform with the Juice
Shop challenges.



https://ctfd.io/

<!-- uncomment this and the following slide **ONLY** if...




<!-- ...Juice Shop got promoted to _

during the Project Summit prior to this AppSecEU! :-D

The next OWASP Connector should make this official! (But you heard it here first!)



Open Source
Antipatterns




Barren README

An empty or lackluster front-page radiates the impression that
nobody takes serious care of the project.



Bad Example

OWASP Juice Shop

A

SP Juice Sho P is an intention .-_'1||'_':,.- insecure web dapp for secu rit}-' traiﬂin.;]g written ;-T-p,ti|-E.|}.- in Javascri F:'t which encom passes
the entire OWASP Top Ten and other severe security flaws

Setup

npm start

docker run -d -p 388 @ bkimminich/juice-shop

yright © by Bjoern Kimminich 2014-2017.




Worse Example

juice-shop




Worst Example

Add a README with an overview of your project. M




Good Example




Better(?) Example

“ p m find packages Q Greetings, bkimminich ﬁ"

* juice-shop-ctf-cli

m— COVET e

The juice-shop-ctf-clil u a S en t d
h PayPal (ot

Donations.

d i ulate

- \Datasjuice-shop-ctf
lGenerate TNSERT statements for CTFd with the OWASP Juice Shop challenge
Juice Shop URL to retr challenges?
Secret key <or> URL to ctf.key file?
ETE all CTFd Challenges before INSERT statements?
ECT a1l CTFd Challenges after INSERT statements?

SQL written to

For @ step-by-step guide to apply the INSERT sta ts to CTFd, please refer

Installation EZEETREETEE




Pile of Issues

Open issues pile up in the ticketing system, most of them
unanswered and unattended.



A pile of unattended issues

(3)



Really a &\ -pile of unattended issues

(D) 1,295 Open + 6,151 Closed L r hels iy Wlile nes Sort=




ounter: Use labels properly

(@ 250pen 1

Migration to latest test framework versions 0 - Back

latest Sequelize (0
2016 imminic

- Backlog
Te ck U

) Release files from Cl-process not part of SourceForge releases 0- Backlog [Bigeked [T
continuous delivery

Add socket.io-b

sed challenge 0 - Backlog challenge




Agile Counter: Kanban B

= bkimminich juice-shop Q

Working

Migrate to Angular 1.6 Show vulnerability pageflocation/tipp in scoreboard Customization of the juice shop
294 #30 #277

Crashes if invalid json is posted
L juice-shop

Feature: add auto-save for solved challenges
Docker crashed when using SQLi on sqlite_master table
#301
Crashes if posting with x-www-form-urlencoded
#152

After docker crashed there's no way fo restore challenges.
#302
Migration to latest test framework versions

L] juice-shop

+ Closed

Corrected contribution links
Add Server-side JS Injection flaw #3037

Release files from Cl-process not part of SourceForge releases

g

https://huboard.com/bkimminich/juice-shop



https://huboard.com/bkimminich/juice-shop

PR Disaster

Pull Requests are routinely ignored or flogged to death.



Ignored Pull Requests

(3)



Example for a PR flogged to death*
https://github.com/zaproxy/zaproxy/pull/2837

&
&

*Disclaimer: This example should by no means imply that the ZAP team is routinely flogging PRs to death! On the
contrary, they offer a helping hand to even those who totally ignore their written contribution requirements!



https://github.com/zaproxy/zaproxy/pull/2837
https://github.com/zaproxy/zaproxy/blob/develop/CONTRIBUTING.md#what-we-zap-team-expect-from-you

Good Counter: Contribution Guide (ZAP)

Guidelines for Pull Request (PR} submission and processing:

What should you, the author of a pull re expect from us (ZAP Tea

(ZAP Team

https://github.com/zaproxy/zaproxy/blob/develop/CONTRIBUTING.md#;
for-pull-request-pr-submission-and-processing


https://github.com/zaproxy/zaproxy/blob/develop/CONTRIBUTING.md#guidelines-for-pull-request-pr-submission-and-processing

Contribution Guide (Juice Shop)

Git-Flow

JavaScript Standard Style Guide

h the

Th

https://github.com/bkimminich/juice-
shop/blob/master/CONTRIBUTING.md


https://github.com/bkimminich/juice-shop/blob/master/CONTRIBUTING.md

Auto Counter: (()-enforced Coding Style

JavaScript Standard Style Guide

http://standardjs.com


http://standardjs.com/

Solecistic Versioning

The Semantic Versioning syntax (MAJOR.MINOR.PATCH) is used while
its semantics are not adhered to.


http://semver.org/

Bad Example: AngulardS1.x

Migrating an App to a newer version

Minor version releases in Angulards introduce several breaking changes that may require changes to your application's source code; for
instance from 1.0 t0 1.2 and from 1.2 to 1.3.

Although we try to avoid breaking changes, there are some cases where it is unavoidable:

= AngularJs has undergone thorough security reviews to make applications safer by default, which drives many of these changes.
= Several new features, especially animations, would not be possible without a few changes.
= Finally, some outstanding bugs were best fixed by changing an existing APl

Contents



https://docs.angularjs.org/guide/migration

Good Example: AngularlS 2+

fa’

ntic Versioni



http://angularjs.blogspot.co.uk/2016/10/versioning-and-releasing-angular.html

Juice Shop takes it serious

For a tiny incompatible configuration-file change Juice Shop went from 2.26.0 to 3.0.0

v3.0.0

& bkimminich released this 10 days ago - 3 commits to master since this release

Incompatible changes

ified and extended configuration mechanism (see CUSTOMIZATION.md)
> properties application.logo, application.favicon and all products.image now handle files

and UELs

» removed obsolete properties for logo, favicon and product image URLs



https://github.com/bkimminich/juice-shop/releases

Major Zero

Not even the original author thinks that the project is mature
enough to release a 1.x version from it.



Example: z85-c1i ()

Ninja Power Manifesto npmEnterprise  features  pricing  documentation  support

“ p m find packages Q, sign up or log in @

z85-cli

Getting Started

Il the

Documentation

Encoding

Decoding

Specification

License




My little OSS
Sustainability
Toolbox




Git Flow

The master branch stores the official release history, while
development happens on the develop branch.



Git Flow /. Feature Branches



Clean Code




Clean Javascript!




Well, never mind...

fs.copy('app/index.template.html', 'app/index.html', {overwrite:

true}, function () {
if (config.get ('application.logo')) {
var logo = config.get('application.logo')
if (utils.startsWith(logo, 'http')) {

var logoPath = logo

logo = decodeURIComponent (logo.substring(logo.lastIndexOf('/"') + 1))

utils.downloadToFile (logoPath, 'app/public/images/' + logo)
}

var logoImageTag = '<img class="navbar-brand navbar-logo" src="/public/images/'
replace ({ regex: /<img class="navbar-brand navbar-logo" (.*?)="">/, replacement
}
if (config.get ('application.theme')) {

var themeCss = 'bower components/bootswatch/' + config.get('application.theme')

replace ({ regex: /bower components\/bootswatch\/.*\/bootstrap\.min\.css/, repla

}
)

..it's still Javascript at the end of the day! G4



Test Automation

S

& protractor frisby.js

AW ARMA S




Example: Ul Unit Test




Example: API Integration Test

frisby.create ('GET password change without passing any passwords')
.get (REST URL + '/user/change-password')
.expectStatus (401)
.expectBodyContains ('Password cannot be empty')
.toss ()

No-idea-why-this- & -happens-snippet-injection Vulnerability: Did anyone notice how above code was totally
butchered by highlight.js beginning at the opening single quote in line 1?



Example: Challenge E2E Test

describe ('challenge "loginAdmin"', function () {
it ('should log in Admin with SQLI attack on email field using "\' or 1=1--"', functic
email.sendKeys ('\' or 1=1--")
password.sendKeys ('a')
loginButton.click ()

expect (browser.getLocationAbsUrl ()) .toMatch (/\/search/)
1)

protractor.expect.challengeSolved ({challenge: 'Login Admin'})

)



Example: Checking if a challenge is solved

protractor.expect = {
challengeSolved: function (context) {
describe (' (shared) ', function () {
beforeEach (function () {

browser.get ('/#/score-board"')

})

it ("challenge '"" + context.challenge + "' should be solved on score board", funct
expect (element (by.id (context.challenge + '.solved')) .getAttribute('class')) .not
expect (element (by.id (context.challenge + '.notSolved')) .getAttribute('class')).
})
})



What is a realistic goal for Test Coverage?

100%



Juice Shop Test Coverage

Having all tests pass after a commit means, it's
safe to merge PRs or publish a new release!

Juice Shop CTF Extension

coverage (9957 coverage [97%




Mutation Testing

Reality check: Do your tests actually test stuff?



Example: Report for Juice Shop CTF



A realistic goal for Mutation Coverage?

100%



Juice Shop Mutation Coverage

Juice Shop CTF Extension

92%™ 98%

*of the Ul unit tests!




?

oocker




Chapter undefined

Live Dual Release

What could possibly go wrong?




Release Dashboard

Juice Shop




ttttttttttttttttt

My Ilttle OSS
Sustainability
Toolbox




Quality Metrics

N

~ B



Example: Code Climate Stats

MM Dashboard

bkimminich/juice-shop

Quality GPA

Test coverage




Example: bitHound Dashboard

JND 101 PRICING

bkimminich / juice-shop
OWASP Juice Shop is an intentionally insecure webapp for security trainings written entirely in il he entir...

DEPENDENCIES S FILES

EPENDENCY




Example: Coveralls () at CTF-Extension

COVERALLS

) BKIMMINICH / JUICE-SHOP-CTF / 76

LAST BUILD BRANCH: DEVELOP DEFAULT BRANCH: MASTER

17 FEB 2017

COVERAGE DECREASED (-3.7%) TO 82.

BUILD # BUILD TYPE COMMITTED BY COMMIT MESSAGE RUN DETAILS
76 eeh @ bkimminich
ed (82.93%)
12 of 22 branches ed (54.55%)

u 1 04 May 2017 © TRAVIS JOB 76.2

u 76.32(3) a1 )4 May 7 © TRAVIS JOB 76.3

SOURCE FILES ON BUILD 76

SEARCH:
CHANGED 7 SOURCE CHANGED COVERAGE CHANGED




And now for the most important metric of all...

A




B Truck Factor

The number of team members that would have to leave the project
to effectively kill it.




What is a realistic goal for Truck Factor?

Q0

Meaning: If the whole team leaves, a new developer can take over
and would be able to maintain & continue working on the project!



Dependency Control



Example: Gemnasium Dashboard

' JUICE-SHOP o' JUICE-SHOP-CTF
) » 9]

@ 3 ALERTS @ 0ALERTS @ 0ALERTS




New Open
Source
Antipatterns



Badge Barrage

The front-page is overcrowded with (mostly useless) information
and status badges.



Overexaggerated Example

<> OWASP Juice Shop Follow 11

M & Deploy to Heroku decker build automated || docker pulls 5k | downloads 292 totz 993/ total

goodreads write review ERRRELEICESIIM] - Flatir | tips S0.05/weck m__._...;___;.,-___'f_.'_.._-_:;.._f; QTezwGEBDRZm
dash Xr556RzuwX6hgSEGpkybbvSRanloZN17kW | ether [OxC 782d0279c300d73750e1311

The most trustworthy online shop out the

b app for security trainings written entirely in Javascript which encompas

curity flaws.




Bad Example

Raw Blame

Contributing

Code & Dependency Analysis Results

Provider Status

Gemnasium dependencies update!
Davi devDependencies out of date
BitHound insecure | ‘A dev dependencies |insecire




Coin Flip CI

v v X ¢ X . With no code changes in between.



| wonder how our Live Release is doing...

HEEC



Free beer

Some services might be free of charge for OSS projects but come
with some other hidden costs or annoyance.



[ issuestats.com x

6

& | (D issuestats.com

Application error




@ SAUCELABS

Enhance the value of
your Cl workflow

Sauce fits into your existing
deployment pipeline to help
scale your testing and pinpoint
issues easily across hundreds

of platforms.

Get Started Free

d Oct 27th at 3:47AM by @juice-shop

d Oct 27th at 3:39 vy @juice-shop

d Oct 27that 3 by @juice-shop

ted Oct 27th at 1:49AM by @juice-shop

Oct 26th at 916PM by @juice-shop

d Oct 26th at 5:44PM by @juice-shop

Oct 25th at 8:57P y @juice-shop

d Oct 25th at 12:34PM by @juice-sho

d Oct 25th at 2:02AM by @juice-shop

d Oct 25th at 1:36AM by &juice-shop

Passed
125m 39s

Passed

1in1im b2s

4 Failed v
19m 28s

G Failed w

1in 10m 3s

G Failed w

1 in Mim 56s

G Failed w
1in 11im 8s

5 Failed w
19m 38s

Passed

19m 49s

Passed

1in 11im 36s

1 Failed v

110m 5s




Contributor Laurels

Not giving enough credit to contributors.



Easy Counter: Make them visible

Credits

a yuhama

ka

Jannik




Some contribs deserve bonus visibility

Josh Grossmann €Fdsats)
Ti mo Pagel (Custom theming®)
Jannik Hollenbach (€TF3¢/Docker()


https://github.com/tghosth
https://github.com/wurstbrot
https://github.com/J12934

git commits are not everything!



Juice Shop's Crowdin Translators

https://crowdin.com/project/owasp-juice-shop


https://crowdin.com/project/owasp-juice-shop/settings#members
https://crowdin.com/project/owasp-juice-shop

Bloggers and Podcasters

Web Links

o Epi
o Epi
o Epi
o Epi
o Epi
® Guest

& Guest

https://github.com/bkimminich/juice-shop#references


https://github.com/bkimminich/juice-shop/blob/master/REFERENCES.md

Conferences & Meetups

Conference and Meetup Appearances

https://github.com/bkimminich/juice-shop#references


https://github.com/bkimminich/juice-shop/blob/master/REFERENCES.md

Pro Counter: Stickers!




Pro+ Counter: Shirts & Stuff’




Chapter NaN

Release Outcome

v/ = @OI‘ x_.u..



Epic © /%3 Dashboard

Juice Shop
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