


Hello!
I’m Greg
Senior Security Engineer @ Pearson

DefectDojo Creator

Former San Antonio OWASP Chapter Leader

And a Bunch of Other Boring Stuff….



“
I know, I don’t like new 

tools either….



“
So Why Dojo?



Vulnerability Management for Me:









Why Dojo?

■ DefectDojo is a tool created by security 
professionals for security professionals.

■ It attempts to streamline the testing process by 
offering features such as templating, report 
generation, metrics, and baseline self-service 
tools. 



DefectDojo 
Allowing you to focus on what is important to you: 

Hacking



DefectDojo is Well 
Documented



Standalone 

Traditional deployment is 
simplified with built in 
scripts allowing for 
customization for your 
specific environment. 

Launch Easily

Dockerized

Love containers? So do we. 
DefectDojo is easily 
deployed in a Docker 
environment and comes 
ready with its own 
Dockerfile



Easy to Change

● models.py - DB
● views.py - process data
● templates - html



Features That Make Dojo Stand Out

Templating

Many findings are common and 
seen across multiple tests.  
DefectDojo makes it easy to 
reuse any or all verbiage 
associated with these findings.

Report Generation

From canned reports to custom 
built ones, Asciidoc or PDF, 
DefectDojo gives you the options 
to present findings to allow for 
greater impact.

Metrics that Matter

We have the data, you need the 
trends, DefectDojo aims to 
provide you with details about 
engagements, tests, and 
findings in a visual way to help 
tell the overall story. 

Scanner Consolidation

You have the tools: Burp, 
Nexpose, Appspider, Checkmarx, 
Nessus, Veracode, Zap; 
DefectDojo plays nice with them 
all.

Self-Service Tools

Launch nmap scans, and view 
results.  Use the built API to 
manage Findings, Engagements 
and Tests.

Plugins

DefectDojo is a Django project 
which allows for easy 
extensibility via applications 
both existing and new.





“
Thinking in Dojo



Models / Workflows

Thinking in Dojo
By Example



Models / Workflows



Models / Workflows



Models / Workflows

Product Type - Organization or Product Line



Models / Workflows

Product Type - Tech Org
○ Product  - Application or Product



Models / Workflows

Product Type - Tech Org
○ Product  - Some Application

■ Engagement - Assessment or Mission



Models / Workflows

Product Type - Tech Org
○ Product  - Some Application

■ Engagement - Quality PCI Scan
● Test - Tool Being Used



Models / Workflows

Product Type - Tech Org
○ Product  - Some Application

■ Engagement - Quality PCI Scan
● Test - Tool Being Used

○ Finding - What you found



Models / Workflows

Product Type - Tech Org
○ Product  - Some Application

■ Engagement - Quality PCI Scan
● Test - Tool Being Used

○ Finding - What you found
■ Endpoint - Where you found it



Scanner Consolidation / Integration



Demo Time!





Scanner Integration



Scanner Integration Gen 2 (In Progress)



Templating



Report Generation



Metrics



Product Metrics



Endpoint Analytics



Tagging



Self Service Tools



Team Calendar



Threat Modeling



Test Strategies



“
Where we are now





JIRA Integration

DefectDojo



One-Click Installations



“
The Future



The Future



The Future



Contributing



Trying it Out

git clone 

https://github.com/OWASP/django-DefectDojo

cd django/defectDojo

./setup.bash

python manage.py runserver



References

DefectDojo is open source and fully documented:
■ Github: 

https://github.com/OWASP/django-DefectDojo 
■ Docs: http://defectdojo.readthedocs.io/
■ Demo: https://defectdojo.pythonanywhere.com

https://github.com/OWASP/django-DefectDojo
https://github.com/OWASP/django-DefectDojo
http://defectdojo.readthedocs.io/
https://defectdojo.pythonanywhere.com


Thanks!
Any questions?

Contacting Me:

■ greg.anderson@owasp.org


