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Our	”Products”

Mobile	Security	
Testing	Guide

Target	700+	pages
~50%	done
Free	Ebook	&	Real,
Printed	Book!

Mob i l e 	
AppSe c
Ve r i f i c a t i on 	
S t anda rd

PDF	Download
~90%	done

Mob i l e 	
AppSe c
Che ck l i s t

Excel	L

OWASP	Mobile	Application	Security	
Verification	Standard	(MASVS)
• Started	as	a	fork	of	the	ASVS
• Formalizes	best	practices
• Mobile-specific,	high-level,	OS-agnostic
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Questions,	questions,	questions…
Sample	Question:	Do	we	recommend	using	E2E	encryption?

Pros Cons

• Additional	security	layer
• Protects	data	in	case	TLS	tunnel	

is	compromised
• Protects	data	from	exposure	to	

intermediate	systems

• Introduces	additional	complexity
• Implementation	prone	to	errors
• Adds	security	by	obscurity

• Makes	testing	difficult
• False	sense	of	security

• Doesn’t	add	much	security	beyond	
what	TLS	already	provides

Check	out	the	GitHub	issues…

Our	Philosophy

43 Security	Requirements

19	Defense-in-Depth	Measures

13 Anti-Reversing	Controls
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Keeping	Things	Flexible:	Requirement	“Levels”
• MASVS-L1: Security	best	practices	applicable	to	allmobile	apps.
• MASVS-L2: Defense-in-depth	controls	for	sensitive	apps	(e.g.	financial	transactions)
• MASVS-R: Optional	tamper-proofing	to	counter	specific	client-side	threats

Level	1	vs.	Level	2

Might	be	overkill
for	some	apps!



5/12/17

5

How	To	Use	the	MASVS
• During	early	stages	of	development:

• As	a	basis	for	design	decisions
• To	determine	security	requirements	early	on	
• Saves	a	ton	of	cost	later

Example:

How	To	Use	the	MASVS
• In	mobile	app	security	testing	(together	with	checklist	and	

testing	guide).

MASVS	on	GitHub

http://github.com/OWASP/owasp-masvs
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What	is	the	Mobile	Security	Testing	Guide	(MSTG)?

• Manual for	testing security maturity of	mobile	Apps

• Maps directly to	the	MASVS	requirements

• Focusing on	iOS	and	Android	native	applications	

• Goal	is to	ensure completeness of	mobile	app security testing through
a	consistent	testing methodology

• For	security checks of	the	endpoint the	OWASP	Web	Application	
Testing Guide	should be used

What	is	the	Mobile	Security	Testing	Guide	(MSTG)?
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• Testing Processes and	Techniques

• Platform	Overview

• Security	Testing Basics

• Test	Cases

• Reverse	Engineering	and	Cracking

How	does	the	document	structure	look	l ike?

Testing	Local	Storage	for	sensitive	information

• Clarify how	data	can be stored on	iOS	and	Android

• Check	the	usage	of	cryptographic functions

• Check	backups	for	sensitive	data	

Key	Topics	of	MSTG
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Testing	Platform	Interaction	

• App	permissions

• Verify usage	of	Interprocess communication	(IPC)

• Check	the	implementation of	WebViews

• Biometric	Authentication	(Touch	ID)

Key	Topics	of	MSTG

Testing	Code	Quality	and	Build	Settings

• Verify that security features are	activated (e.g.	
ProGuard,	compiler	settings)

• Check	3rd	party	libraries

• Check	for	debugging code,	verbose error logging and	
exception	handling	

Key	Topics	of	MSTG
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• The	MSTG	is hosted in	the	OWASP	GitHub	repo	(Work in	Progress)
https://github.com/OWASP/owasp-mstg

• Can	already be read online	as	GitBook
https://b-mueller.gitbooks.io/owasp-mobile-security-testing-guide/content/

• Export	to	Word	is	possible	through	script:
https://github.com/OWASP/owasp-mstg/blob/master/Tools/generate_document.sh

How	is	the	MSTG	organized?

Reverse	Engineering	in	the	MSTG

Security	Testers	have	no	good	
way	of	dealing	with	mobile

software	protections
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Pentesters	are	confused
Report	with	critical	security	issue:		« Lack	of	Obfuscation »
What	are	the	developers	supposed	to	do?

• MinifyEnabled	=	true?
• Maybe	encrypt	strings?
• Apply	complex	control	flow	obfuscation?
• Maybe	use	some	whitebox	crypto?

We	want	to	develop	a	proper	assessment	methodology.

Skills	Needed	For	Assessing	Anti-Reversing	
Schemes
1.		Determine	whether	using	software	protections	are	used	appropriately
• Every	software	protection	scheme	can	be	defeated
• Never	to	be	used	as	a	replacement	for	security	controls
• Viable	uses:	IP	protection,	DRM,	preventing	modding	/	cheating,	hardening	

against	code	injection	/	instrumentation

2.		Hands-on	Reversing	&	Cracking	Skills
• Traditional	the	domain	of	malware	reversers
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Reverse	Engineering	Content in	the	MSTG
• Building	a	reverse	engineering	requirement	for	free
• Static	and	dynamic	analysis

• Tampering, patching	and	runtime	instrumentation

Reverse	Engineering	Content	in	the	MSTG
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• Advanced	topics:	Program	analysis,	writing	kernel	modules,	customizing	Android…

Reverse	Engineering	Content	in	the	MSTG

Testing	Anti-Reversing	Defenses
• Root	Detection
• Anti-Debugging
• Detecting	Reverse	Engineering	Tools
• Emulator	Detection	/	Anti-Emulation
• File	and	Memory	Integrity	Checks
• Device	Binding
• Obfuscation
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Some	Original	Research
• Android	ART:	Anti-JDWP	debugging	by	manipulating	JDWP-related	vtables	

(JdwpSocketState	/	JdwpAdbState)
• Frida	Detection

• Frida	server	detection	by	local	portscan
• Memory	scan	to	detect	Frida	agent/gadget	artefacts

• Some	variations	of	ptrace-based	native	anti-debugging

See	chapter	“Testing	Anti-Reversing	Defenses”

Practical	Challenges!

https://github.com/OWASP/owasp-mstg/tree/master/Crackmes

« UnCrackable	Mobile	Apps »
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Ongoing	Work
• Obfuscation	Metrics

https://github.com/b-mueller/obfuscation-metrics

• Assessment	Methodology

https://github.com/OWASP/owasp-mstg/blob/master/Document/
0x07b-Assessing-Anti-Reverse-Engineering-Schemes.md	

Help	is	always	needed!
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Connecting	the	Dots:	The	Checklist
Preparation

• Define	MASVS	Level	used	for	testing	(L1,	L2	with/without	Resiliency)

• All	involved	parties	need	to	agree	on	the	decisions	made

• Decisions	made	here	are	the	basis	for	all	security	testing

Connecting	the	Dots:	The	Checklist
Preparation

• Define	MASVS	Level	used	for	testing	(L1,	L2	with/without	Resiliency)

• All	involved	parties	need	to	agree	on	the	decisions	made

• Decisions	made	here	are	the	basis	for	all	security	testing
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Connecting	the	Dots:	The	Checklist
Mobile	App	Security	Testing

• Walk	through	the	applicable	requirements	one-by-one

• Links	are	available	to	the	respective	test	cases	in	the	MSTG

• Covers	iOS	and	Android	Test	cases	including	additional	Resiliency	Test	Cases

32	Contributors	according	to	GitHub!



5/12/17

17

How	To	Get	Started	Contributing

RTFM:	https://github.com/OWASP/owasp-mstg/blob/master/README.md

Slack: https://owasp.slack.com/messages/project-mobile_omtg/details/

Slack	Account	Signup: http://owasp.herokuapp.com/

Project	Dashboard:	https://github.com/OWASP/owasp-mstg/projects/1	

bernhard.mueller@owasp.org	
@muellerberndt

sven.schleier@owasp.org
@bsd_daemon

Pictures are	partly from the	https://thenounproject.com/

Thank	you.	Any	questions?


