


• Become a CtF Star



Housekeeping  Note

• Download ZAP Now
• https://github.com/zaproxy/zaproxy/wiki/Downloads



Bruce Mayhew (Sonatype) - The Goat Herder

Nanne Baars (Xebia) - Java/backend lead & architect

Jason White (AsTech) – UI lead, & architect

WebGoat - Core Team



Special thanks & credit to Mark Miller 
and Gary Robinson

“Capture the Flag Star”



Thanks to OWASP Virtual Village



Intended Audience



Capture the Flag



Traditionally, red vs blue

Both have flags

Both attack and defend

Capture the Flag



Also, ‘Jeopardy’ style (what we’ll be doing today)

Capture the Flag



Originally a ‘gimmick’ … now a number of other 
OWASP ‘goats’ out there.

Transitioned through technologies, leadership 
and contributors over the years

WebGoat Background
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By 7.x, up to 50+ Security topics and 
developer labs, some redundant

Used by a number of vendors as a 
demo/baseline app to test for vulnerabilities
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Other OWASP ‘Goats’

Node.js Goat (now 
JuiceShop too)

droidGoat

iGoat

WebGoat.Net

Rails Goat

WebGoat PHP

Security Shepherd



6.x & 7.x mainly re-plumbing, general modernization

8.0 - New focus on content and ’assignments’ (or 
challenges)

Not just about vulnerabilities, but about secure coding 
too

Fast Forward to 2017



WebGoat - Now



WebGoat 8 - A Training Platform

Instruction, Exploits & Best Practices



Today will be Jeopardy style, using WebGoat

AppSec Issues, also [mostly] covered in lessons in 
WebGoat

Tracked on a ‘scoreboard’

Doable with a proxy and a browser

Back to Today’s CtF



Speaking of a proxy



Using an Intercept Proxy

http://173.228.153.243:8080/WebGoat/



<OWASP ZAP Demo />



Recommended Lessons

1. Client-side Filtering
2. XXE
3. SQL Injection

Let’s Practice Some



<Capture the Flags />



Post-Mortem

What did you learn today?

Questions?

Suggestions, Feedback?



WebGoat
https://github.com/WebGoat/WebGoat
@OWASP_WebGoat

Jason
jason.white@owasp.org
@misfir3
OWASP Slack (@misfir3)

Nanne
Nanne.baars@owasp.org
OWASP Slack @nbaars

https://github.com/WebGoat/WebGoat
mailto:jason.white@owasp.org
mailto:Nanne.baars@owasp.org

