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Improving the security of Software Defined Infrastructure

Theodoor Scholte and Thomas Kraus
{t.scholte t.kraug@sig.eu
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Current:

3 Software Security Consultant at the Software Improvement Group
3 Securedesign reviews, secure source cadgiews

3 Liketo hack and code

Past:
3 Product Security Response at SAP SE
3 Security Researcher at SAP SE

3 PhD in Web Application Securftpm
Institut Eurécony TéléecomParisTech

Nearly 10 years of experienaa software security
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software, hardware and network
resources to run software applicatiahs

A
3 Disadvantages Clients w

Lack of automation impedes scaling I:li / Server
i Poor testing abilities

i Poor change control
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Software Defined Infrastructure a

Infrastructure = Code + Configuration + (Virtualized) Hardware
i ALY FTNF &GNHzOGdzNBE a4 O2RSé

Thewnhole infrastructure is defined in code, configuration templates and
configurationfiles
I Itis stored in aepository, ideally version control. Examples incl&&N oiGIT

Tools exist to run this code; to provision system environments
I Examples include: Puppet, Chefforsible

By executing this code N number of times, you can get N number of
environments

Development and maintenance of an SDI is like normal software development



What does an SDI look likeAn example a Aovsec tU

P Puppet, Chef,
SVN, GIJP' ‘—{ CFEngine

Terraform,
Puppet, Che

API Web Console Amazon AWS,

Google Cloud,
IAM VPC Storage Compute Network Heroku
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Why is Software Defined Infrastructure good for security? a

SDI as security tool:

3

Define a security baseline once in code, deploy everywhere
I Enforce common security settings everywhere

I Examples: login rules, disable SSH1 protocol, local firewall settings,
centralized logging / monitoring

Configure security rules in code based on role of the machine

Automated security & compliance testing of all systems with tools such as
RSpecServerSpeandInspec

Deploy security patches faster
Faster recovery after compromise
Demonstrate compliance, auditing with version control
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3 SDI is also a very powerful instrument
z  Howto avoid that the SDI itself becomes an attack vector?
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/B Security issues that are often overlooked (rerhaustive) a

Insufficiently
protected
interfaces

@ nsecure
handling
of secrets

©® Remote
code inclusion

API Web Console

IAM VPC Storage Compute Network
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No
authentication
Weak passwords
/ @ No LAC/RBAC
e
Too many
privileges
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' OWARSP
Insecure handling of secrets a el

Configuration management systems separate code from configuration to
enable codereuse
3 Qonfigurationfiles specifysite-specific configurations

i Chef:attributesand databags vs recipes/cookbooks

i Puppet.Heradata stored inYAML files vs manifests

- " \/u hiera.eyam| hiera.eyam| hiera.eyam|
f A Conﬁguration file: 1 sig_mywebapp: :properties:

2 2 mywebapp.mysql_password:

' cmd g 3 value: 'Passwordl234’

Bad Practiceendsup in versiorcontrol!

3 Many users do typically have access to version control

5 Version control maintains history, credentials are stored
for a very long time!
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Insecure handling of secrets. So what to do?

Encrypt Configurations!

3 Encrypt individual attribute values in the configuratiile
encryption

3 Only the configuration serverandecrypt thevalues & T

Instance

LS
,,

[E] niera.eyaml [E] niera.eyam [Z] niera.eyam [ hiera.eyam ] hiera.eyaml [E] *niera.eyaml 53 57

1 mywebapp.mysql_password:

2 value: =

3 ENC[PKCS? ,MIIBeQYIKoZIhvcHAQcDoITBajCCAWY CAQAxggERMIIEHOIBADAFMAACAQEW
4 DOYIKoZIhveNAQEEBQAEggE AQKSE1/NjZadV20z0yxZnik?SimVL5800a0la
5 BFRXRe0INGNIMDYKTSMBEIWIZMRz1zobhBuSmtTIHzmX IXcUkNgFmNAUUIBK
b JEMSEOMPIMgKelpl fcXtoHsC2RFpXgquVe34BoHT /sPoTUSWX1Dked4p6/Kod
7 9RVFysMuD+dbxVolfHboaZHWapt8wuAdpsomB@+bERCWonADFMdzN10jHEQL2
] +zdIYuYxzTSGRLO7EOe7RKxj5P1JcbhwbzazxYugFH+gWtEmrl+sREe+a352ES
g MifwvlLcFCAOYEkawZMp99081iY3IMAboUgSebFURLG1TsmSPnb36droNbalo0zBKk
18 K10VRDABEgkghkiGle@BBwEWHQYIYIZIAWUDBAEGBEBz 1 pARVAVALOQUALDE
11 CO9BUgBATyMEs/FchlnZgRzajZAGP]
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Insecure handling of secrets. Other ways of leaKing a

Configuration management tools update configuration filesrmtances
Differencean configuration files on an instance can be logged by the
configuration managemergystem

If a configuration file contains a secret, a change of the secret mdgpgpped
This logged information can end up in many places:

i Syslog

i SIEM

B

Be careful with logginghanges of configuration files!
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Insecure handling of secrets. So what is next? a

Avoid long living credentials altogether with dynamic
credentials: Instance

A Aservice such dsl a4 K A Vailf\cleldes a subaccount
with credentials for a service (e.g. MySQL, PostgreSQL)

A Credentials expire after lease period and needs to be

renewed on time

I Configuration of application accessing the service
needs to be updated

T Failure leads to revocation and authentication/access
failure!

A A separate process on an instance is needed to update
configuration files with passwords (e.g. Consul Template)
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Inclusion of untrusted code :

35 Docker can build images automatically by reading and executing
Instructionsfrom aDockerfile

3 Exampleof aDockerfilefrom Docker Hub:

# Install Supervisor

RUN curl -sS -o - https://bootstrap.pypa.io/ez_setup.py | python && \
easy_install -g supervisor

# Install Chrome WebDriver
RUN CHROMEDRIVER VERSION= curl -s5 chromedriver.storage.googleapis.com/LATEST RELEASE" && \

3 Can code fronbootstrap.pypa.iobe trusted at any time?
i What ifbootstrap.pypa.iohas been compromised?
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Fixing SDI security structurally

Training

Requirements

A Establish security and
privacy requirements

A Final security review
A Incident response plan

A Vulnerability scanning == A Threat modeling

A Penetration testing Verification A Attack surface analysis
and testing ‘

g

Coding

) A Code review
Secure SDLC needs to cover mfrastructu
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Code review _

z  What to look at?
i Your own code

i/ 2RS LINPOJARSR o6& SEUGSNYIf LINIAS&EX So3

3 Examples:
i Remote code inclusion;
A #find .-type f | xargsgrep-i -e "(curh\| wget)"
i Too permissive file permissions (e.g. mode 777):
A #find .-type f | xargsgrep [09\{2Y' T Q
i Passwords / secrets

A #find .-type f | xargsgrep-i -e "(pwhA\|password\|pass\\|

api\|key\\|usernam@\|user\\|email\\|mail\\|token\\| unam@&\|credential\\|se
cret\\|login)"

A Tool supportyittyleaksF 2 NJ DL ¢ NB L2 Qa



) 2 OWASP
Summary ,

3 SDI can be used as a tool to improve security, but it can also become
anattack vector if not done properly

3 Common security issuelsat are often overlooked:

i Lack of or coarsgrained access control on code &
configurationNB LI2 8 A 12 NA Sa |yR Of 2dzR !t L Q&

i Insecure handling of secrets
i Remote code inclusion

5 {SOdzNBE 5S@St2LISyld [AFSOeO0tS Fftaz | LILXAS
i Threat modeling & secure code review & automated security testing help to address
security issues early on



